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DHCP Snooping

Want to watch a YouTube video?¢
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https://youtu.be/S6KI6VsvDuU

DHCP Snooping

DHCP Snooping Is a security feature that
acts like a firewall between untrusted
hosts and trusted DHCP servers.
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DHCP Snooping

Performs the following activities:

Validates DHCP messages received from

unfrusted sources and filters out invalid
messages.

Rate-limits DHCP traffic from trusted and
untfrusted sources.
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DHCP Snooping

Performs the following activities:

Builds and maintains the DHCP snooping
binding database, which contains
InNformation about untrusted hosts with
leased IP addresses.
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DHCP Snooping

Performs the following activities:

Utilizes the DHCP snooping binding
database to validate subseqguent requests
from untrusted hosfs.
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DHCP Configuration

Configuration examples per network diagram
Substitute VLAN 1 with your VLAN
Substitute g0/0 and g0/1 with the interfaces you use

AN
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Configuration Part 1

Enable DHCP snooping:
cont t
1ip dhcp snooping
ip dhcp snoopling vlan 1
no 1p dhcp snooping information option
ex1t
show 1p dhcp snooping
AT

DAVID BOMBAL
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Configuration Part 2

Specity trusted ports:

cont t
int GO/0
1p dhcp snoopling trust
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Configuration Part 3

Optional: Rate limit unfrusted ports (packets per
second):

int GO/1
1p dhcp snooping limit rate 10

end

ACS
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Configuration Part 4

Optional: Auto-recover err-disabled ports after 30 seconds:
cont t
errdisable recovery cause dhcp-rate-limit
errdisable recovery 1nterval 30

end
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Verification

Verity that it is working:
show 1p dhcp snooping
debug 1p dhcp snooping events
debug 1p dhcp snooping packets
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DHCP Snooping

Go here for more:

EEEEEEEEEEEEEEE


http://bit.ly/ciscodhcp
http://bit.ly/dhcpsnoop
http://www.davidbombal.com/

r
ASY
5 )
] &N —
vy
[z . 4o
L bt 1 w4
i |
f ol
N @
i e
E g s R
Gl o T

DEEc T

o

A4

B0 ¢

RS, £
PIND (

o A0

el et i 9 O 2

[\ {3

) | X
=
-
=
=
| m—
U 4 1o} OF 5
==
=1

_DG( N,Jﬁmmm,To

‘e

A

MOTIV A

<
TE

\-— b
DAVID BOMBAL

NN
EDUC A




